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Organization Defined Parameters (ODP)

ODPs are embedded in certain security requirements, giving organizations the flexibility to tailor controls to their specific
environments through assignment and selection operations.

Customize Guided by Paolicy Support Organization
Requirements Assessments Assignment

ODP values are informed by laws,

Tailor security requirements to Executive Orders, directives, Enable consistent security If a federal agency does not specify
specific protection needs using regulations, standards, and mission assessments to determine whether values, nonfederal organizations
assignment and selection or business needs. specified requirements are satisfied. must assign them to complete the
operations. requirement.
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@ Access Control (AC) AC 1: Account Management v

AC 2: Access Enforcement ~
@ Awareness and

Training (AT)

Audit and Objectives ‘ Discussion
Accountability (AU)

Enforce approved authorizations for logical access to CUI and system resources in accordance with applicable
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Configuration

access control policies.
Management (Cv)
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@ Identification and AC 3: Information Flow Enforcement v
Authentication (IA)
AC 4: Separation of Duties v
@ Incident Response (IR) L] L]
AC S: Least Privilege v
@ Maintenance (MA) Sai L_e\l
AC &: Least Privilege - Privileged Accounts v
o Ernterton (M) AC 7: Least Privilege - Privileged Functions v
@ Personnel Security (PS) AC B: Unsuccessful Logon Attempts v
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